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ABSTRACT

In our society digital images are a powerful and widely used communication medium. They have an
important impact on communication and IT industry. But, in this digital savvy world there is no doubt in
saying “seeing is no more believing”. So detection is very important challenges for testing in forensic
science. In past few years, research goes to detecting and classified for copy move forgery images for
forensic requirement. In this paper methodology based on detection and classification by point based and
block based features SIFT and SURF is done and uses Ant Colony Optimization in matching and feature
selection phases respectively. In case of SIFT and SURF features and proposed SIFT with ACO features,
classification is also done by using support vector machine with Gaussian and Polynomial kernel. It is found
that SIFT with ACO technique outperforms on another techniques.
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. INTRODUCTION

Due to availability of powerful image processing and editing software the digital images are easy to
manipulate. As the image manipulation is said to be a digital state of the art which required the
basic need of understanding of properties of digital image and the better visual creativity. One
manipulate the image for different reasons either to enjoy the magic of digital works during which
amazing photos are created or somehow to produce wrong impression in many genuine world
applications. After this modification, image processing software gives the image output which is no
longer same as the original image information. So, the consequences regarding security of the
images have to be considered seriously. In digital world, there are many detection techniques to
detect different kinds of forgery for authentication of images has been proposed currently.
Generally, into two major domains the image protection can be divided: (i) active protection in
which the original digital image is embedded with watermark from which tampering can be
detected through comparison [1]. As in the past times the watermark and digital signatures methods
of active domain are used in the images for the detection of tampered regions but for these detection
method have to pre-process the data first, which creates difficulty to apply these methods [2]. Also,
due to the reason of today’s mostly imaging devices like camera do not contain any watermarking
and signature module. (ii) Passive protection which relies on the image processing technology but it
does not need any digital watermark or signature to detect the forgery. This is usually a great
challenge in image processing technique. Here, without adding or assuming any embedding
signatures in the image, it deals with analyzing the raw image according to the traces inevitably left
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by the tampering process. From the image to make an object “disappear” a part of image is copied
and pasted into another part of the same image. For cover-up the “missing” object the textural areas
(such as cloudy sky, grass foliage etc.) are ideal because with the background the copied area will
likely blend and human eye cannot discern the artefact. In the lossy JPEG format the tampering
image is likely saved from which forgery detection become difficult [1]. In this paper, we proposed
ACO (Ant Colony Optimization) algorithm to optimize the copy move forgery detection technique.
In Il section forgery related work is discussed. In Il section methodology regarding purposed
technique is explained. In the IV section result is presented. In last V section Conclusion is
discussed.

Il. RELATED WORK

In [3] with features extracted along radius direction an efficient algorithm is proposed which is
based on the Fourier-Mellin Transform. A link processing is introduced to reduce computational
cost. Furthermore, to cluster distance vectors a vector erosion filter is designed.

In [4] using dyadic wavelet transform (DyWT) a blind copy move image forgery detection method
is proposed. For data analysis DyWT is shift invariant and suitable. Firstly, the input image is
decomposed into detail (HH1) and approximation (LL1) sub-bands. Then into overlapping blocks,
the LL1 and HH1 are calculated and between the blocks the similarity is calculated. From the LL1
sub-band, the similarity is called key idea that should be high, while due to noise inconsistency in
the moved block from the HH1 sub-band should be low. Therefore, using the LL1 sub-band pairs of
blocks are sorted based on high similarity.

In [5] for copy move forgery detection (CMFD) numerous algorithm have been proposed, for a
CMFD new database consists of 260 forged image sets. Two masks, original image and forged
image. According to applied manipulation image are grouped in 5 categories: distortion, rotation,
scaling combination and translation. Also, such as blurring, noise adding, JPEG compression and
color reduction etc. are the post-processing methods are applied at the original images and forged.

In [6] to detect copy-move forgery in digital images effective method is described. To reduce the

dimensional representation the technique is works by first applying DWT (Discrete Wavelet
Transform) to the input image. Then into overlapping blocks the compressed image is divided.
Using Phase correlation these blocks are sorted and copied blocks are identified. On the lowest
level image representation the detection is firstly carried out due to DWT usage.

In [7] for detecting copy-move-forgery a new and blind forensics approach is described. To
estimate the spatial offset between the pasted region and copied region the phase correlation is
computed. By the idea of pixel-matching the copy-move regions can be easily located, according to
the spatial offset which shifted the input image and between the images calculate the difference.

In [8] based on the Fourier-Mellin Transform an efficient algorithm is proposed, along with radius
direction features are extracted. In the counting bloom filters a link processing is introduced to

reduce computational cost. Furthermore, to cluster distance vectors, a vector erosion filter is
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designed, in existed copy-move detection algorithm which usually achieved through vector
counters.

In [9] with digital images (digital forgeries) the malicious manipulation is detected. The specific
digital forgery detection type is the main focus and the copy move forgery attack is referred to the
image is copied and pasted to somewhere else in the image. The problem of detecting the copy-
move forgery is investigated and a reliable and efficient method is described in this paper.

In [10] from the tampered images to detect the forgery region an algorithm is proposed with more
advancement and accuracy. In the form of evaluation parameters of precision, recall and FPR and
DAR the results are formed.

In [11] for detecting copy-move forgery a new method is proposed. Into overlapping circular blocks
the image is firstly filtered and divided. Using rotation invariant uniform local binary patterns the
features of the circular blocks are extracted. By tracking the corresponding blocks the feature
vectors are compared and the forged regions can be located.

In [12] for detecting copy-move forgery an efficient expanding block algorithm is proposed. This
method is effective in shape and identifying of duplicated region. Moreover, where the region has
been manufactured under JPEG compression, slightly lighter with the effect of Gaussian blurring it
allows copy-move forgeries to be detected.
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1. WORK METHODLOGY

Input Images

v
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v

Make non overlapping blocks

v

Initialize ants for SIFT

5

Update Pixel
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Predict features with SIFT

Optimize feature

Find optimize matching points

v

Optimize by ACO

v

Detection

Fig. 3.1: Flow chart of Proposed Methodology
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In design methodology as shown in Fig. 3.1firstly image is converted into grey scale and then into
overlapping blocks. The feature extracted using Ant Colony Optimization then matching is
performed using ACO and locate the forged regions in the original image.

Steps are as following:
. Take a colored forged image as input.
. Convert image into Grey Scale.
. Divide grey scale image into overlapping blocks.
. Store these blocks into a metrics.
. Extract feature vectors using Ant colony Optimization.
5.1. Initialize ants.
5.2. Evaluate results and update pheromone values.
. Match similar feature vectors using Ant Colony Optimization.
. Check if exit criteria met.

. If yes give final detected forged regions, else initialize new ants.

ALGORITHM:
Step 1: Input copy forgery imaged and not forgery images.
Step 2: Change RGB to YC,C, format.
Step 3: Extract the features by Ant colony method
Step 3.1 Initialize the Ants according to pixel.
Step3.2 Extract the feature pixel wise by optimizing difference of non-overlapping blocks.
Step 3.3 Change the pixel difference
Tije— (1-P) Tjj =+ X ATijk
Tij < update pixel
ATjj «—summation of all pixel
K « iteration
P « noise if present
Step 3.4 Predict the optimize difference of pixel

o aHah)
e TH0N)

ij
o «— X axis pixel, p <y axis pixel
nij«<— predicted features

Pij «— updated features after prediction
Step 4: After feature extraction find optimize matching point combination by ACO
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Step 5: Mjj «— matching points.

Step 6: Check these points if matching exist, image is copy otherwise not copy.

After the detection of copy move forgery using proposed methodology SIFT-ACO, Classification is
performed for analyzing the performance of proposed technique.

Classification

¥

Image Copied dataset

v

Analysis on the basis of

<z 1~

Accuracy Recall Precision

Fig. 3.2: Flow chart of Classification in Proposed Method

As presented in Fig. 3.2, classification is done by using extracted feature dataset from proposed
SIFT- ACO technique with the help of supervised SVM classifier with polynomial Kernel. The
analysis on the basis of accuracy, precision and recall is performed for proposed technique.

IV. RESULT AND ANALYSIS

In this paper two experiment setup, proposed SIFT-ACO method and existing SURF method has
been implemented by utilizing MATLAB R2016a with image processing tool box.

4.1. Tampered Detection

In this paper Fig. 4.1and Fig. 4.2 show the experiment on proposed SIFT-ACO technique and
existing SURF forgery detection technique where analysis of feature extracted or not is presented.
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output by sift
forged image this image is forged

result, FM = 1.000

Fig. 4.1: Analysis of SIFT- ACO features Detection

output by surf
forged image this image is pristine

result, FM = 0.000

Fig. 4.2: Analysis of SURF features Detection

Here, Detection results shows SURF features not able to detect forgery part in image but ACO
optimization features detect using SIFT-ACO.

Table 4.1 Precision of different classifier

Classifier Precision

SIFT with ACO
(polynomial)

SURF (Gaussian)

SIFT with ACO
(Gaussian)

SURF (polynomial)
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Fig. 4.3: Precision Graphs of different classifier

Here, different image forgery technique such as SIFT with ACO and SURF applied on roadmap
image. From the results obtained it is found that SIFT with ACO has better precision as compared
to other technique as shown in above Table and Fig. 4.3.

Table 4.2 Accuracy of different classifier

Classifier Accuracy

SIFT with
ACO(polynomial) 0.8896

SURF(Gaussian) 0.6153

SIFT with ACO(Gaussian) 0.8979

SURF(polynomial) 0.6193

Accuracy

M Accuracy

Fig. 4.4: Accuracy Graphs of different classifier
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Here, result shows that SIFT with ACO shows better accuracy rate as compared to other technique
as shown in Table and Fig. 4.4.

Table 4.3 Recall of different classifier

Classifier
Recall

SIFT with
ACO(polynomial) 0.888

SURF(Gaussian) 0.4703

SIFT with
ACO(Gaussian) 0.8963

SURF(polynomial) 0.4726

Recall

Fig. 4.5: Recall Graphs of different classifier

Here also seen that SIFT with ACO technique is good as compared to other technique as it also
gives better recall rate as shown in Table and Fig. 4.5.

Table 4.4 Comparison between parameters (Precision, Accuracy, Recall) of different classifiers

Classifier Precision | Accuracy | Recall

SIFT with
ACO(polynomial) 0.8896

SURF(Gaussian) 0.6153

SIFT with ACO(
guassian ) 0.9 0.8979 0.8963

SURF(polynomial) 0.4737 0.6193 0.4726
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Fig. 4.6: Comparison Graph between parameters (Precision, Accuracy, Recall) of different
classifiers

4.2. Classification

In classification COMFOD (copy move forgery dataset) and SVM classifier with Gaussian and
polynomial Kernel is used. In above given fig 4.3,4.4, 45 and 4.6 experiment results on
classification toolbox by support vector machine with two features set first is SIFT with ACO and
latter is SURF feature by Gaussian and polynomial kernel shown. SIFT with ACO with polynomial
kernel show significance high accuracy, precision and recall.

V. CONCLUSION

Copy-move forgery is a very common way to tamper an image. Sometimes the copied regions are
rotated or flipped before being pasted. Many researchers have proposed various schemes to detect
the tampered images. In this paper propose detection and classification method by using machine
learning and optimization method. In our experiment detection and classification with SIFT ACO
and SVM (Support Vector Machine) Gaussian and polynomial kernel is done. Result shows SIFT
with ACO with polynomial kernel show significance high accuracy, precision and recall. So, SIFT
with ACO outperform on another techniques.
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