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ABSTRACT

ﬁ: value to the base
ensor node calculates

physical parameters. These node have to collaborate
be used to real world application the single technical solution
he roles of participants in wsn are source node and sink node.

information. They ¢ ed to external entity and PDA, gateway. The deployment options of a
wireless sensor networkPare random deployment and regular deployment. The random deployment
is the process of sensor node deployed in random manner and regular deployment is used to the
sensor node deployed in geographical area. The characteristic of wireless sensor network is the
fault tolerance, life time, scalability, quality of service. The fault tolerance is the each sensor node
operates in a battery power. The communication will be failure they can use to redundant node.
The redundant node can avoid duplications. The redundant node is used to handle previous node.
The sensor nodes are used to improve network life time. The scalability is the process of extent
with node density, number and kinds of networks. The quality of service is sensor node should be
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quality one and energy efficient. The fraction of time to send information to sink node. They can
be used to check information will be send correct source or not.

Il. RELATED WORKS

The secure data aggregation [1] focus an sensor node are deployed in the hostile environment
the sensor node are divide into the cluster . The cluster can send information to base station.

The each sensor is based on the distance of readings of such #SeSe estimate of correct

value. The each sensor node can assign initial weight. The i pared of each node
which node will be lower weight that node act as a clu

data aggregation algorithm and it’s para
Data Aggregation

The S.Ozdemir presents
aggregation is the process of

energy efficient tree. The cluster based data aggregation
is the greedy incremental tree compared to other data

IF Algorithm

The E.Ayday, presen 1terative algorithm for trust and reputation management”. The iterative
filtering algorithm an@” reputation management techniques used to averaging scheme cluster
approach [9]. The generic must and reputation model is used to specific characteristics they can be
used to punish and reward method. The first parameter is the client who is requested and find most
trustworthy or reputable server. The gathering information is used to path leading. The candidates
to be selected as service providers. The score and ranking is used to receive the in formations. The
performance transaction is used to evaluating satisfaction with received services.
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Iterative Refinement

The P.Laureti, presents iterative filtering vs. iterative refinement algorithm is used to checking

malfunction or misbehaves [10]. The cheating behavior will be increased the reputation is so much
damaged by her misbehavior node. The entire network performance will be decreased.

Robust Ranking Algorithm
. The random rating

ner. The push rating
@ihuish rating spamming

tion. The negative
hanged in the opposite
based trust management

A) Tree Topology

This involves variety of single nodes connected to central node. Each node in a hierarchy level
has point to point links with each neighboring node on its below level. The drawback of the tree
topology is used to entire system can be crippled by any damage or failure of primary node.
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Figure 1: System Architecture.
B) Weight Factor Assign To Each Source

In this module the weight factor is assi
specifies the node location by allocate weight
locality by transfer weight factor. The allocate o
any form of network.

C) Cluster Formation

discriminately select ¢ cluster head with
een each sensor node and the arbitrarily

The hierarchical s aggregation is used to join the data from different source, transmit it
with the elimination o duplication and thereby reducing the number of transmissions and also
saves energy. The irBuilt duplications in the raw data gathered from various sensors can be
banned by the in-network data aggregation.

E) Collusion Attack With False Data

The Collusion attack scenario is used to visualization techniques. In scenario 1, all sensors are
dependable and the result of the IF algorithm is secure to the significant value. In scenario 2,
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adversaries compromises two sensor nodes, and change the readings of these values such that the
simple average of all sensor readings is slanted towards a lower value. In scenario 3, is used to
computes the slanted value of the uncomplicated average of all sensor readings and information
the third compromised sensor to report such slanted average as its readings.

IV. IMPLEMENTATION

In this module the weight factor is assigned to each source Lathe k. The individual id
specifies the node location by allocating weight factor to e . Eaglmnode is specifies by
their location by assign weight factor. The distribution ofg isi@ased on the liveliness

also be identified.

The secure data aggregation techniques c
module used to the five coefficient valu

and p5=0.3.Where the summing up of the weig
algorithm proceeds.

Stepl

The neighbors of every sensor i dv is obtained.

is computed formula

every sensor node v is calculated. For example, assume in the past 2
time blocks. Mv =~ 5, \/Ge; — x,—1)2 + 0 — Yr—1)?
(3). Step 5
The Tv is a cumulative time for a node v to act as an application node is obtained.

Step 6
The characteristic Cv of every node v is derived Assume this example, the Cv constant of
amplification c is set at 1000.
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C rl 4

= * ——
v=cxo (4).
Step 7

The combined weight of each sensor node v is calculated by the formula.

Wv = plAv + p2Dv + p3Mv + p4Tv + p5cv (5).

STEP 8
The node with a minimum Wv is chosen as the cluster head.,

STEP9
Steps 1 to 8 are repeated for processing the re
cluster.

The cluster head selection process can

5. End for.

6. BS broadcast h essage, which contains the

in sequence of highe nd minor limit of each level.

7. Each node estimate g distance from the BS based on received signal strength.

The cluster steady state phase algorithm is used to no of sensor node.
1. for each (node N)
2. iIf node N has uppermost energy level
3. N become CH.
4. N broadcasts a message for its cluster nodes.
5. Else
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6. N becomes a NCH node.

7. N informs the selects CH and become a member of its cluster.

8. End if.
9. for each (CH).

10. CH generate TDMA schedule for each cluster member.
11. Each cluster associate communicates to the CH in its time

12. End for

The hierarchal protected data aggregation is the process ofgf ; data from different
sources, redirects it with the removal of the duplication
transmissions and also saves energy. The inbuilt duplicatién 1 Qathered from various
sensors can be excluded by the in-network data aggregati

The collusion attack
IF algorithm.
Input: X, n, m;
Output: The reputation vector r;
L < 0;
W (0) €1;
repeat;
Compute r ¢
Compute d;
Compute w &9
L < L+1;
Compute d;

L+1);

A. Packet delivery ratio

o of sensor nodes, m — No of intervals, L - No of

The performance analysis is used to very important factor to measure the performance of the
network. The packet delivery ratio is based on the various parameter. The packet delivery ratio is
the total number of received packet at destination divide by the total number of send packets. The
performance is better and packet delivery ratio is high.
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S.No No of Packet
Nodes Delivery

(x-axis) Ratio

(y-axis)

20 72.50
40 67.50
60 62.00
80 60.00
100 59.50

Table 1: Packet deliver

Mo of Nodes Vs PIR

ination. The end to end delay computes all message
en source and destination the probability of packet drop

decrease.
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Screen Shot 2: Delay.

Average end to end delay = Y, (arrive time-se

C. Throughput Analysis
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Screenshot 3: Residual Energy.

VI. SIMULATION RESULT

The simulations results show that first of all
The every node senses the sensor field an
nodes get the communications. The depe
This process done in all cluster is shown below,
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of Sensor Node.

In next step of n nnected to each other the process of sending time and receiving time
of pending request. ThE#OmMe node is missed due to their long distance. The figure shown below,
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Screenshot 5: Sensor Node Connected to Each othér.

In next step every sensor node are connected t cluster head. are send to the cluster
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ScreenShot 6% s Data toYer Head.

d can send info ion to base station. The figure shows below,
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Screenshot 7:Cluster Head Send Data to baseestation.
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VIl. CONCLUSION

To provide secure authentication for various message transmission in the network. The proposed
work is for enhancing the life time of wireless sensor network using IF algorithm. The IF
algorithm is used to improve network life time. They can be used to reduce the energy and the
system will be energy efficient. WSN are of two types. One is static sensor node and another one
iIs mobile sensor node. In this paper, static node is implemented in WSN and energy is saved,
delay is minimized. Same algorithm (GPSR) is used for mobile save energy, increase
packet delivery ratio and to minimize delay.

REFERENCES

[1] H.S. Lim, E.Bertino and M.Kantarcioglu, “A
data trustworthiness in sensor networks,” i . ., Apr 2012.
[2] Y. Yu “Trust mechanisms in : analysis and
countermeasures,”). Netw. Compute. Apps
[3] L. Shi, K. M. Hou, H. ying Zhou, and X.
wireless sensor network: EMWSN,”In Proc. 7th
Compute, 2011, pp. 1-4.
[4] C. de Kerchove and P.
Matrix Anal. Appl., vol. 31, no.
[5]
pp. 2022-2037, Aug. 2009.
trust and reputa-tion Systems,” in Proc. 5th

NMobile and Wireless Networking, S.Gritzalis, T.
Ltd, 2009 pp. 105-128.

ack and defense techniques for reputation  systems,” ACM
Compute. Su : p. 1:1-1:31, Dec. 2009.
[9] E.Ayday, Fekri, “An iterative algorithm for trust and  reputation
management,”’Proc. t. Conf.Symp. Inf. Theory, vol. 3, 2009, pp. 2051-2055.
[10]. P.Laureti,Y.-C)¥ Zhang, and Y.-K. Yu, “Information filtering via iterative
refinement,”Europhys. Lett, vol. 75, pp. 1006-1012, Sep. 2009.

INTERNATIONAL JOURNAL OF ADVANCES IN ENGINEERING RESEARCH




