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ABSTRACT

The communication processes today are prone to loigf sensitive informati uch that any diversion

image.
The reason for

information they ob om a system is in a form that they can only read and comprehend.
Intruders may exposgfthe information in front of others, alter it to misrepresent an individual or
organization, or utilize it to launch an attack. One of the best solution to this problem is hiding
the information in a way that the intruder doesn’t have any idea about the information. We use
data hiding methods such as steganography and cryptography. Steganography is a method of
hiding information in digital media. Unlike cryptography, Steganography is not about keeping
others away from knowing the hidden data but it is to keep others away from thinking that the
data even exists.
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Steganography becomes much more important as people join the cyberspace revolution.
Steganography is the method of hiding the information in different ways which prevents the
detection of hidden information. It includes an array of secret communication techniques that
hide the information from being seen or discovered by the intruders.

Due to amendment in ICT, most of the information is kept in electronic format. Consequently,
the security of information has become an important issue. Besides steganography, cryptography
can also be employed to secure the information. In cryptograph gssage or an encrypted

confidentiality, this
approach of hiding information can be expanded to cdpyrig 1y for digital media:
audio, video and images.
The increasing possibilities of modern communi

This has resulted in an explosive increase in the
Information hiding is a growing research area,
copyright security for digital

In the watermarking app
identification of owner and a ¢
copyright .

adds to copyright the data to make it possible to trace
P USer.
ge within the data set of the host and makes its

Various algorithms hg¥e been developed and introduced in the past years for the process of
encryption. Some of the algorithms worked very conveniently, but they do have some overheads
relating to them. There has been a inexplicable amendment in the field of cryptography, since the
concept of internet security has come into play, the old algorithms have still retain their value in
various applications and so before discussing the current research trends, it is important to have a
clear knowledge on the ancient popular symmetric key algorithms.

Horst Feistel developed Data Encryption Standard (DES), a symmetric key algorithm which
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is used to encrypt block of data which is based upon Balanced Feistel network. The DES
algorithm uses 16 different iterations on the data and was designed such as to operate on
different modes. The key size of DES is 56 bits, which can be broken down by using bruit-force
techniques [4].

To reinforce the conduct of DES, Triple DES was introduced in 1998. Triple DES has a key size
of 64 bits. The data is encrypted using three distinct keys. Each data block is encrypted using
different keys of size 56 bits. Both sender and receiver have to fg omplex steps to attain

and are static. Thus
hniques [5].

don't have the permission to
wouldn't be able to read and

messages. T his algorithm used two public keys and one
pncept of layers enhances computation time thrice to

which are NOBS bitg) and the Key K are computed and shared among receiver sender and
receiver by some ot odes. The key is computed by various components like generating
MINi (i.e., client nog€ related), MINs (i.e., server related), SRMPNi (which is based on screen
resolution and mouse position) and Ti (which is a time component). In the same manner NOB is
obtained by applying XOR, addition functions on these components. It is very tough for
eavesdropper to hack the private keys. This symmetric key approach is secure enough, but this
approach has a lot of overhead to calculate the values of Key K and NOB which are fixed values
and can be assumed as well to diminish computational overhead. Also the key is composed of a
combination of server and client related information, which can be easily approached and
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utilized by an attacker to bring out the key and the number of permutations for NOB were less.
Any intellectual attacker can find the key with little overhead of applying permutations.
Moreover, this technique has an extra overhead of using MD5 to ensure the integrity of the
message [2].

Aditee Gautam et al. (2011) introduced a new technique using block (block of data) based
transformation which is used for encryption of the image. Here the image is modified into other
image before the process of encryption is over. Blowfish jium is used for this

ength of key varies
ous key dependent
permutations, variable keys used on data at each round w
is fast block based algorithm, when the same key |

on process [8].
for images. This

mmetric key based cryptographic algorithm
featured that when the ciphered text is generated, it is
L a@y loss, whereas, the encrypted images may not be

video data is

algorithms like ES and RSA are applied on every individual image frames. These
algorithms are not a le for video as well as color images. Although some of the lossless
encryption systems y8e the symmetric properties of the orthogonal transform to evaluate the
inverse of the orthogonal matrix in the decryption process to speed up the operations and reduce
the cost of performance but they also have impose additional overhead of other transforms,
Key-Gen algorithms and XOR operations that has increased the encryption time severely [10].
The authors have also focused on the challenges in multimedia cryptography techniques. The
author conferred various techniques of image cryptography and video cryptography including [9]
and [7]. These techniques use complex steps and chaotic confusions and diffusions for better
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security. As these techniques are based on conventional text based encryption algorithms like
DES, AES, and RSA, therefore it may be possible that the decrypted image may lose some of the
data.

For all the other above mentioned algorithms, two common problems are there. First is the
much computation is required for different iterations. Second is the unique key size. The key is
static. So, using a single key for long period of time doesn’t entitle the message secrecy. Along
with this, these techniques encrypt the message to a satisfactory acrefore the cipher text
can be cracked by using some complex permutation algorithm

janography are used
to enhance the level of security, but it also tend to 6 g8nse time and hence
increasing the time/space complexity, which is not a :

stand that this will separate the
ised, still, the key sent will also be

separator to the ted message. Example : 34. We should choose this separator such that it
should be less than asci amount of an alphabet. Here it is 65 for A. The key is then made
by addition of charagter wise bit of the message with the addition of the whole encrypted
message. This character wise addition makes up a key that can be used to decode the message by
simply subtracting the key value with the encrypted message value.

After encryption, we send the message to a steganographic module which encrypts the
encrypted message in an image. This message is stored in a text file that is encoded in the least
significant bit of the original image. The message is then sent over to the receiver who can
decode the image first and then apply the decryption algorithm to get the original message.
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WORKING

Algorithm At Senders End

1. Sender enters a text message which is denoted by m ..

2. ASCII value pattern of characters present in the text message (i.e. plain text) is observed.
3. From this ASCII value pattern of the plain text a string of numbers is generated. This string of
numbers is called DYNAMIC KEY (D,K).

4. The original message is encrypted with the help of

ENCRYPTED MESSAGE is denoted by E,

5. The ENCRYPTED DYNAMIC KEY (i.e, EDyK) is gen€

ED/K = DyK+ X', where X is the sum of digi

of the characters in the encrypted messa

6. Now the ENCRYPTED MESSAGE (E,) and Y (EDyK) is sent to
the receiver.

ENCRYPTION PROCEDUR
1. To generate the DYNAMIC - i e plain text date and time will be
concatenated with egch line , i ber of the plain text.

enotes the line  number

ing steps will be done:
character of a line (i.e., CiDyK) add sum of digits of the

b) To generate XC;P will do XOR operation between C; “DyK and C;PRB.

3.  Togenerate C B we will do XOR operation between C;PLB and XC;PRB. It is 8 bit .
4.To make C;PRB 8 bit adds extra 4 zeros in front of the C;PRB. Now it is denoted by CH;PLB.
5.To make the final cipher for each character concatenate CH;PRB and CH;CRB. So, for each 8
bit character here two 8 bit characters will be generated.

6.Now, sum of digit of ASCII value of each character of the cipher text of that line is
calculated.

7.To generate ENCRYPTED DYNAMIC KEY add this sum of digit with each ASCII value of each
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character of the plain text.

8. To generate the FINAL CIPHER of each line concatenate CIPHER TEXT , EDyK , DATE
&TIME. Puta separator (@) between these three to distinguish one from the other.

9. To generate the final cipher for the whole plain text do the above mentioned steps for each line

present in the plain text.
]

[f5) (@5 o)

J/
Dynamic key X FC date e
i fent i ASCTE value (in decknal) 043 06 47

~ a A o
Pt taxt in ASCH value (n binary). 01000001 01000010  0100001)

For CjIxK 63 . |v||n+uv|_||

Luncusn. Modus
Ganerate C,'0X from ¢, DX

m wien C1"Ovk)
& CPn

| 1XL M

[ XCRND C Ll ]

ceLn CIen

(L[ FFE (FIT L]

DECRYfTION PR

Al A2

| CH:.CLB |
L

Ifall 4 MSB are 1 then,
Complement it

p |
FUNCTION MODULE |

XCHCLB
| xcuae © cucre I——

Omit 4 Bit MSB CHCRE | Omit 4 bit MSB
L @iy @

T
| w8 [ e

This is the original 8 bit representation of the original character of the plain text
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